EDUK Presentation

Safeguarding in the Age of Artificial Intelligence

Protecting Children in a World
Where Reallty Can Be Manufactured
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Jonathan Taylor MSc

Online Safety & Social Media Consultant
30 Years Protecting Children.

10 Years Undercover Detective.
One Mission: Keeping Young People Safe Online.

Has Safeguarding Changed?

Artificial Intelligence has changed safeguarding forever.

2025+ Children are
no longer simply
using the internet. Educational Ai Usage
They are interacting
with Artificial " .
Intelligence every day Social Internet Ai Usage
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Child Predators are using Discord, a
popular app among teens, for
sextortion and abductions

The World Has

Changed

Children now interact with Al every
day.

. Al isn't the danger...”
A robot hand - A human hand. Between them...A smartphone.
The phone glows. Message simply says Al is a tool.



Al in School vs Outside School

Protected learning vs unfiltered social use

Think critically

erify cvmylh ng. Protect yourself and others.

ow the Rise of VR Is Redefining Safety

oncern
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The Dangers Of Al For Children

Deepfakes — Ai generated video audio or
images that appear real but are completely

Face Swaps Ai swaps one person 's face with

Undress Apps Ai tools that digitally remove
clothing in images causing severe harm and

A| Comgamons Ai companions that bmld
emotional connections and may encourage

A| Grooming A| used by predators to build
trust manipulate and explmt vulnerable

Ai Enabled Sextomon A| creates or
manipulates exphcnt content to blackmail and

Ai Enabled Cyber Bulm g Ai generates
harmful content to scale to harass humiliate




Case Study: What Has Already Happened & Continues to Grow

Police also cited research estimating al

Face Swaps
=UK police investigations involving fake identities and image manipulation

Q=
Al Companions
=Emotional dependency and safeguarding conocems emerging in UK schools
ath

Voice Cloning
=Uk families targeted by Al voice scam calls

Al-enabled Sextartion
*National Crime Agency and UK police investigations

Schools are increasingly reporting: Al-generated fake
ages od voi buse,

Deadly Online Challenges
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Studies have found serious safety risks when Al Companions used
un le

Al companions failed to recognise distress in young users and sometimes
encouraged unsafe behaviour.
» Example: Responded positively to a “teen girl” reporting hearing
voices and going alone to the woods.
Easy to trigger inappropriate or harmful dialogue:
«  Self-harm Violence Sexual content Drug use Racial stereotypes
Chatbots encouraged or validated suicidal thoughts in real cases.
«  Example: 16-year-old Adam Raine suicide case involving ChatGPT;
lawsuit alleges bot validated harmful thoughts.
« Study showed chatbots engaged in sexualised conversations with
teenagers, including taboo role-play.
« Al companions demonstrated abusive/manipulztive behaviour,
despite terms of service requiring users to be 18+,
« 14-year-old boy suicide after emotional attachment to Al chatbot
“Daenerys Targaryen” involving abusive/sexual interactions.
»  Adult case: "Erin” (Nomi platform) recommended suicide methods.
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16-year-old Alieges Her Avatar Was
Sexually Assaulted In Metaverse



"Social Media & Respectful Online
Behaviour

Technology Lets Us Down

Recommended Algorithms .....!I1!H!
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Opinions are Allowed
even ‘Here’

watched by both users

Self Perpetual
Radicalisation

Extreme Political / Unpopular or

lllegal Content Q \

There are Many Organisations that are con51dered

The More you llegal and should not be searched for
Scroll The More S
You See Why? ~~
Google is By Far The Most Used Search
Engine in The World The More you Promoting h ot DlopEiie drilor
‘See’ The More Often framed as "edgy" or ironic but has real consequences
Go gle You Are Judged > - w —

92.63% of All Searches in April 2023 Hate speech is not free speech in schools
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Why Children Are Vulnerable
Curiosity

Isolation

Validation Trust Fear of Missing

Students want to Adolescence is M'::rec:';:’;::tzﬂ Young people often Out (FOMO
explore: influenced by peer 2 P RN T believe: Children often feel
Relationships SR Algorlthms online than offline. ey st

Sexuality Children seek: Children believe
i ity Likes s they choose what Isolation can occur

they watch.

In reality...
Algorithms choose
what children see.

Ai Risk

Ai Risk 5 Al now makes
Children may Al can Ai Risk deception easier . .
experiment with Al e than ever. Gamification
chatbots, image now Ai companions and Fake profiles... Many online platforms
generators or create: chatbots can Fake voices... are designed to
~undiess _apps ——— appear to offer Fake video... =
without Fake popularity understanding, Fake friendships... Rewards
understanding the Fake compliments Siendchioand i :
conseguences. Fake friendships Limbidl il Ll L

unconditional
acceptance.

Manipulated authentic.

conversations
Risk
Children become

emotionally
dependent on online




What Schools Need To Do Now Ensure all Staff understand Ai Risks and their

10 practical actions for school leaders.

WHAT SCHOOLS SHOULD
NOW BE DOING

1 (2

STAFF AWARENESS STUDENT EDUCATION POLICY UPDATES REPORTING ROUTES

Monitor activity to identify risks early and
= /eneé before harn Irs.
10
MONITORING DIGITAL RESILIENCE INCIDENT RESPONSE Al GUIDANCE

7. Safeguarding Through
Education

Students should be taught online
boundaries, image sharing risks,
and coercion tactics. Schools
must provide advice on apps,
relationships, and harassment.

Conduct
Qutlines risks of low-level
safeguarding concerns: poor
boundaries, failure to report,
inappropriate communication.
Teachers must model proper
digital behaviour, & protect

Online Safety for School Staff —
Key Concepts & Responsibilities (2025)

1. Evolving Digital Landscape

Covers the shift from pre-internet to immersive VR, with tach like social
media, online gaming, direct messaging, and Al now core to student
interactions.

e 8. Responsibilities Under KCSIiE 2024
2. Risks in VR & Al New guidance makes online safety a 10. Student Online Misconduct

Highlights include: ‘phantom touch’ abuse in VR, chatbots used for statutory duty. Child-on-child abuse, Concerns include peer bullying,
harm, and desensitisation in multiuser environments. Behaviour filtering/monitoring, bespoke online harassment, social exclusion,

and education are key risk factors. training, annual audits, and safer and TikTok challenges. Policies must
recruitment emphasized. address these evolving behaviours

p
3 Sextortion & Financial Exploitation
Rise in image-based blackmail often targeting boys. Offenders use bots,
deepfakes, and hacked content to extort victims guickly, often via online

games or DMs. 11. Whole-School Online Safety Approach
[ .
; Involves governors, trustees, executives, staff, students,
4. Deepfakes & Al Manipulation = and parents. Includes workshops, AUPs, filtering

Technigues include face swaps, undress tools, and synthetic persona systems, audits, and digital reputation management.
generation. 98% of explicit deepfakes target women. Legal consequences
exist for creators.

Keeping children
safe in education

5. Self-Generated Content (SGI) 2025
Massive rise in indecent images shared by minors, particularly girls aged 11— Butery guvses s sonost
13. Most created during livestreams or from bedroom settings.

12. Governors & Leadership
Leaders must understand evolving threats, review safety
strategy, support DSL/OSL leads, and safeguard school
reputation. Online safety now stands alone from general
safeguarding

6. Cyberflashing
Non-consensual sharing of explicit content via Quick Share/AirDrop. High
prevalence among girls aged 13-21. Emphasizes secure settings and consent.



Top 10 Tips for Safeguarding Children in the Age of
Artificial Intelligence

Build Al Literacy Across the School Community
Update Safeguarding Policies to Include Al

THE FIRST-EVER

ONLINE SAFETY 4 SCHOOLS

APP

Asseoss. Predict. Prevent

Key Safeguarding Principle
The focus should not be on restricting Al entirely, but on
helping children use it safely, critically, responsibly, and with
appropriate adult guidance.

Al presents significant opportunities for learning and
inclusion, but safeguarding approaches must evolve to
address new risks around privacy, misinformation,
exploitation, emotional dependency, and digital wellbeing.




Ondine Satety & Schoods Assessment
Platform

Online Safety 4 Schools Psychometric Online Safety Psychometric Online Safety Assessment

Assessment for Students

THE FIRST-EVER
ONLINE SAFETY 4 SCHOOLS
YN'E FIRSY“E\;ER
: " ONLINE SAFETY 4 SCHOOLS

APP

Assess, Predict. Prevent

Age Bespoke Questions (K51/K52/K53/KS4

6 POWERFUL REASONS SC

@)

https://osdsstudentassessment.mocha.a resentation
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Online Safety Guidance New Concepts New Issues

What to ‘Take Away’

School Internet Access is Safe
When Students are Asleep, they are Safe
If Children & Young Adults have Unsupervised Access ‘AT
HOME' They may be ‘Unsafe’ SO
New Concepts will continue to Evolve

Virtual Reality has an important part to play in Self Perpetual
Education Radicalisation

Onlme Challenges
Best Practice

Artificial Intelligence has an even more important
part to play in Education

Thank You

Nearly AALL’ Online Dangers occur as a result of
Social Internet Usage
Cyber Flashing is ‘Real’ — Offenders Cannot be ID'd
but be can help possible Victims
Girls remain possible Victims of Sextortion ‘but”
Boys are now target by Catfishing & Al
Legislation May help but Education is
SO Important

AWARENESS KNOWLEDGE ADVICE INVOLVEMENT

www.onlinesafety4schools.co.uk

onlinesafetv4schools@amail.com




