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The Safest and most effective way to handle a fake
Instagram account created by a stranger G

That’s a horrible situation to deal with, and you’re right to take it seriously. The best approach is calm,
evidence-based, and firm — not engaging emotionally with whoever is behind it.

1. Don’t engage with the account
As tempting as it is:

« ¥ Don’t message them
o ¥ Don’t threaten or accuse
« ¥ Don’t ask who they are

Engaging can:

e Encourage them
o Escalate harassment
e Tip them off before you’ve gathered evidence

2. Collect evidence immediately

Before anything is deleted, document everything:

e Screenshots of:
o The profile (username, bio, profile photo)
o Posts, stories, comments
o Messages (if any)
e Make sure usernames and timestamps are visible
e Save profile URL

This is vital if the account:
Impersonates you
Harasses you

Targets a child or school
Is later taken down

3. Report the account to Instagram (properly)
Use Instagram’s impersonation report, not just “report user’:

In the app
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e Qo to the fake profile
e Tap : (three dots) — Report
e Choose:
o It’s pretending to be someone else
o Then select Me (or Someone I know)

Instagram may ask for:

e Proof of identity
e A real account to compare against

@ Impersonation reports are taken more seriously than general reports.

4. Ask trusted people to report it too
Instagram acts faster when:

e Multiple users report the same account
e Reports use impersonation, harassment, or hate (if relevant)

Tell friends/family:

o Exactly what option to choose
o Not to message the account

S. Lock down your own account
While it’s being investigated:

Set your account to private
Review followers and remove unknown ones
Change your password
Turn on 2-factor authentication
Check:
o Tagged photos
o Mentions
o Story replies

This reduces further misuse.

6. If the account targets a child, school, or causes distress
This crosses into safeguarding territory.
In the UK, consider:

e Informing the school (DSL / safeguarding lead)
e Reporting to:
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o Action Fraud (if identity misuse, threats, or scams)
o Police if there are threats, sexual content, or persistent harassment

/\ Especially urgent if:
o Images of a child are used

e Sexualised content appears
o There are threats or coercion

7. If Instagram doesn’t act

If it’s not removed after reporting:
e Submit a second impersonation report

o Use Instagram’s online Help Centre form
e Keep all evidence — delayed action is common, but persistence works

8. Look after wellbeing

Even when “nothing bad” is posted, fake accounts can be upsetting and invasive.

e Talk to someone you trust
e Remember: this reflects on the creator, not you
e You are doing the right thing by addressing it properly
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