
 

 

 

 

Secondary School Years 9 & 10 (60 minutes)  

Understanding possible Online Exploitation 

Year Category Subject Information 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Years 
9 & 10 

 
 
 
 
 
 
 
 
 
 
Online 
Safety 
Social 
Media & 
Gaming 
 
Working 
Together 
for a 
better 
Internet 
 
Ask 
Permission 
& Choices 

Online Safety Online Identity & Safety Social Media & Gaming & Digital Tattoo 

VIDEO Digital Awareness 

Current Devices What are the current popular Devices, Games, Gaming Communities, 
Apps and Online Challenges used by young adults. 

Social Media The Positive Side v The Negative Side 

VIDEO Will Ferrell – Online Role Models 

Online 
Competence 

Exactly what is Online Competence, who decides, why is it important 
to know. Online Exploitation & Online Well Being defined 

VIDEO Billie Eilish – Put Your Phone Down 

Screen Time 
plus Online 
Gaming 

What is Good Screen Time and Poor Screen Time – how this impacts 
exploitation and ‘Tiredness’. Tiredness v Addiction – What are the 
three main Online Safety issues / risks and dangers 

Web Cam Usage The problem of becoming and ‘unintentional victim due to 
inappropriate usage of file sharing sites & dangers of viruses 
(Putlocker – Solar Movie)) 

Data Retention 
& Technology 

What information does Apple, Facebook & Google retain, T&C’s? 
How GPS can be used to find social media posts and best practice. 

VIDEOS Gmail – Location Services - How Technology Exploits 

Live Streaming The dangers of this popular new phenomenon – Live Streaming via 
Social Media – Gaming – Dating sites – the issues of ‘following’. 

Online Contact Grooming – Online Stranger Danger – Incorrect perception of 
‘Stranger’ – What Devices What Platforms 

VIDEO Kayleigh Haywood ‘Grooming’ 

Inappropriate 
Images – Selfies 
– Cyber Flashing 

What does technology mean to who sees selfies? What is an 
inappropriate Selfie – What are Aggravated and Experimental Selfies 
– plus Taking images wisely. How CF happens & how to prevent. 

VIDEO Cyber Flashing defined 

Online Bullying 
& Showing 
Online Respect 

Bullying on Purpose & Bullying by Accident, 75% of communication is 
visual so even comments not meant to hurt can. Closed Groups – True 
Friends 

Data Retention 
& Technology 

What information does Apple, Facebook & Google retain, T&C’s? 
How GPS can be used to find social media posts and best practice. 

Peer on Peer 
Plus Cancel 
Culture 

What is Child on Child Abuse ‘Online Safety isn’t just about stranger 
danger – harassment & abuse can occur from friends. Cancel Culture 
and how it impacts Digital Tattoo. 

Online Digital 
Tattoo 

What is Cyber Vetting What is the impact – Being proud of your 
online brand – how to create Positive Online Brand 

Staying Safe & 
Online Safety  

Stand Up & Speak Out – Guard your information – Limit Online Time- 
Friend or Foe- Keep Calm – Webcam Safety – Making the Right 
Choice 

 


