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Online Safdy 4 Schools

Online Safety 4 Schools

Online Safety for Foster Carers & Safeguarding Professionals

Workshop (3 hours)

Foster Carer
&
Safeguarding
Professionals
Information
Workshop

Online
Safety
Social
Media &
Gaming

Working
Together
fora
Better
Internet

What is Child CSE Factors, CSE Pre-conditions CSE Models plus Case Studies of
Sexual CSE and Grooming by Gangs within UK — The CSE Process — CSE
Exploitation Indicators

Legislation History & Changes to the Legal System in UK — Sexual Offences Act

2003— Keeping Children Safe in Education from 2012 — 2018

Offline CSE to
Online CSE

Technological Evolution -Case Study (Luke Sadowski) — Grooming
Dynamics and Case Studies of Offender Methodology

Vulnerability?

What do Children & Young Adults do Online? What is the
Amplification of Vulnerability?

Digital
Responsibility

Whose Responsibility is it — Society / Industry / Schools / Police /
The Users?

Online Devices, knowledge & usage questionnaire — web cam
Behaviour compromise, bullying, apps & sites.
What is Online Online Safety is Predominantly About Behaviour — 16 Best Practice
Safety Tips — What is Expected of Schools.

Dark Web — The
Now The Future

The Dark Net / The Invisible Net, how is it accessed? Is it illegal?
why are children & young adults at risk due to online curiosity?

County Lines

What is County Lines — What are the Features — Who is Involved —
Cukooing and the Exploitation of Children and Young Adults

Peer on Peer
Everyones Invited

What is Peer on Peer Abuse ‘Online Safety isn’t just about
stranger danger — harassment & abuse can occur from friends.

What Parents &
carers Worry
About

Online Predators to Digital Tattoo and the Prominent Online
Dangers including Technological Evolution (Screen Time)

Online Dangers

Live Streaming — Issues arising from live broadcasting on — Social
media / Gaming / Dating / Meeting Apps & Sites plus Gaming
Communities

Online Dangers

Online Grooming — Definition of Sexual & Psychological Grooming
— Case Studies of Breck Bednar & Kayleigh Haywood

Online Dangers

Online Sexting — Definitions from Inappropriate Imagery to lllegal
Imagery — Selfies from Experimental to Aggravated images to
Sextortion

Online Dangers

Online Bullying — Bullying & Online (Cyber) Bullying — Bullying or
Banter ? plus Online Social Media Challenges.

Digital Tattoo

What is Your Digital Footprint/Tattoo, - what you Post, View, Say,
Take

Digital Tattoo

Cyber Vetting used by future employers and University
Admissions Officers.

Digital Tattoo

Who is looking at you Online — Cleaning and Creating Online
Profiles — Are you visible Online — What does Inappropriate
mean?

Digital Tattoo

Using Twitter, LinkedIn, Blogs and creating Websites to promote
your brand, EPQ (extended essays), hobbies and raising your
positive online presence, to assist selection process for university
& employment.
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Jonathan Taylor MSc
(Criminal Psychology)

Email: besafeonline@ymail.com

WWW:
www.onlinesafety4schools.co.uk

Top Tips Keep
your Child Safe
Online

Top Tips (Best Practice)

The Digital
World

Extreme Digital Divide — The Digital Resident v The Digital Visitor -
Risk Danger Harm

Get Involved
with your Child

Understand the Devices — Closed Groups — Technology assistance.

Family Sharing & Family Link.

Stick to Age
Restrictions.

Is it ‘illegal’ to have an Instagram account or Facebook / Twitter /
Snapchat / Pinterest/Tik Tok/ Fortnite / Black Ops? If you are not
18 — 16 - 13 yet?

Beware of Gaming — hours of usage resulting in Tiredness & addiction,

Gaming Risks ‘Tiredness creates Mistakes. Case study of Breck Bednar &
Kayleigh Haywood

Avoid File The problem of becoming and ‘unintentional victim due to

Sharing Systems
Web Cam Issues

inappropriate usage of file sharing sites & dangers of viruses
(Putlocker)

Understand GPS
Best Practice

How GPS can be used to find social media posts and best practice.

Android ‘Sync’ capability and options to the user.

Control Restrict
Access

Restricting Access via Parental Controls & Technology (Test WiFi)

Positive Posting
Digital Tattoo

Cyber Vetting used by future employers and University
Admissions Officers.

Speak to
Schools

What is required of Schools — Designated Safeguarding Officers
(DSL’s) & Policies.

Communication
with Your Child

Implementing the 10 top Tips and communicating with your Child

Resources
Available

App Guide — Top Tips — Parental Controls — Family Sharing — Best
Practice

Online Safety - Making The Right Choice

Children and young adults are over-sharing daily through direct messaging, picture messaging, social media, gaming
and technology. Children and Young adults can become intentional victims of exploitation by behaving illegally or
inappropriately, however with the evolutional of technology and connectivity they can become unintentional
victims through lack of awareness and education. Due to the children and young adults experiencing far more time
on devices, and with the inevitable increase in children and young adults being allowed or having more time on
Social Media, Apps and Gaming, online dangers and possible harm has increased, which has resulted in a worldwide
increase in online child exploitation. Parents need to be aware of the possible consequences. If children and young
adults are old enough to be given or use an internet enable devices for social media or gaming, then they are old
enough to be taught 'Making the Right Choice' can be crucial.

Jonathan Taylor MSc (Criminal Psychology)

Jonathan is an expert Online Safety & Social media Awareness Consultant who works with Schools nationally and
internationally. He delivers leading Online Safety Workshops for Staff, Students and Parents. Specialising in Child
Safeguarding and spending 10 years as an undercover Police Officer, identifying Online Predators, his unique
experience, accompanied with his advanced knowledge and qualifications, allows Jonathan to offer and deliver the
most exclusive, progressive, and current Online Safety workshops.

Jonathan advises and assists schools in the importance and creation of robust Online Safety and acceptable use
policies. Jonathan also lectures to Child Safeguarding Professionals on how to recognise and understand Online Child
Sexual Exploitation and what tools are available to help keep children safe.

Jonathan frequently appears on Sky News, The One Show, BBC Breakfast TV, LBC, and Radio 5 Live as an Online
Safety & Social Media Consultant and has recently filmed Documentaries for Channel 4 & CBS.
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